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1. Materials List

HikCentral Professional Install package Customzation V1.6
Optimus Install package Base Line V1.1.1.0
HikCentral - EU Connector Install package Customzation V1.0.04
Nedap Connector Install package Customzation V1.0.0.7
HikCentral Professional User Manual Base Line V16
Optimus User Manual Base Line V11.1.0
Nedap Integration version User Manual Customzation V1.0
2. Network topology diagram
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3. Installation Environment

3.1 AEOS Installation

Install the AEOS package.

3.2 Optimus Installation
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Here is only a brief description, please refer to {User Manual of Optimus_1.1.1.pdf) - Chapter 2
1) Double click Optimus install package, select Custom setup type, Note the password and user
name you input.

17 Optimus - InstaliShield Wizard X

Setup Type
Choose the setup type that best suits your needs,

Please select a setup type.

() Complete
X All program features wil be installed. (Requires the most disk
space.)

Choose which program features you want installed and where they
will be installed, Recommended for advanced users.

InstallShield

2) After installation is finished, the desktop will automatically generates a shortcut for Optimus Web

access, access it through https://ip_address:44332

e €2 https://127001:44320/0ptimus O - @ Certificatee... & | #3 Hikwision Optimus x A ]

4 X

HIKVISION OPTIMUS

SELECT A DATABASE TO CONNECT TO

& Mongo DB

e 4

3) When logging in for the first time, you need to choose to connect to the database, and enter the
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user name and password set during the custom installation (the port defaults to 27017))

Optimus) O ~ & Certificate e.. & || €3 Hikvision Optimus

o P hitps://127001
L4 N

HIKVISION OPTIMUS

CONNECT TO DATABASE

L A

File Options View

Processes  Performance  Users Details  Services

Name - PID Description Status Group

Optirmus Nginx Optirmus Najinx Running
Optimus MongoDB Optimus MongoDB Running

Optimus Host Serviee Optimus Host Service Running
OneSyncsve_SBeas 9656 Sync Host 5Beas Running UnistackSveGr..

OneSyncsve Sync Host Stopped UnistackSvcGr.
nsi 1076 Network Store Interface Service Running LocalService
NiaSve 1172 Network Location Awareness Running NetworkService
MNginx Ngine Stopped
NgcSue Microsoft Passport Stopped LocalSystemN
NgcCinrSve Microsoft Passport Container Stopped LocalServiceM...
B Administrator: Command Prompt Port Sharing Service Stopped
Y . . o [ Setup Service Stopped netsves
List Service Running LocalService
Connections. Stopped LocalSystemM.
n Stopped
Connection Broker Running LocalSystemM...
Connectivity Assistant Stopped NetSves
s Installer Running
ftiSCSl Initiator Service Stopped netsves
ed Transaction Coordinater  Running
s Firewall Running LocalServiceN.
ded Maps Manager Stopped NetworkService
ission Manager Running DcomLaunch
etBIOS Helper Running LocalServiceN.
e Topology Discovery Map... Stopped LocalService
s License Manager Service Stopped LocalService
tion Senvice Running netsves
fion Running NetworkService
Running smbsves.
for Distributed Transaction ..~ Stopped NetworkServic..

5) Click "Connect” after completion, then it will shows that the database connection is successful
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e | https127001:44332/0ptimus © - @ Cetificatee... & | €3 Hikvision Optimus x

HIK OPTIMUS

+ CONNECTION SUCCESSFUL

Restarting. The page will reload in 24 seconds.

Waould you like to store your password for 1270017 More info Yes x

6) press “F5" fresh the interface, Enter the Optimus login page; you need to create an Optimus
administrator account for the first login

o € https://127001:44322/0ptimuss O ~ @ Certificate e... & || £ Hikvision Optimus x

4 X

HIKVISION OPTIMUS

Create Administrator User
User Name
Password

‘Comfirm Password

L A

‘ Would you like to store your password for 1270017 More info x

7) There is a 30-day trial period after the first installation. The official license needs to be activated
with the serial number
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e |8 hitps 12700144332/ 0ptimus) P + @ Certificatee.. & | € Hikvision Optimus x

| & h |

HIKVISION OPTIMUS

Congratulations :)

You have created the Administrator user successfully.

In case that you need to reset the password when you forget it. An encrypted file was generated
automatically, please download and save it to a safe place.

Download the Encrypted File

Please click Activate License to activate Optimus and start your tour with it.

Your trial has started and will expire in 7 days

Activate License Continue Trial

L > !

8) Send the serial number to your Connector administrator to get the official license, which can be
activated by importing the file (please refer to Chapter 4 for details on license application)

e |88 hitps: 12700144332/ 0ptimus) 0 + @ Certificate e.. & | % Hikvision Optimus x

L4 h |

HIKVISION OPTIMUS

Activate Optimus Core License

Your trial will expire in 7 days. Please activate Optimus or click Continue trial to start using Optimus.

Step 1: Ce

WNxLm-uDuBi-Foocd-WiiK Copy

Serial Number Below (You will need it to generate the License Activation File)

St nport License Activation File

Activation File Browse

Continue Trial

L 4

3.3 HikCentral Professional Connector Installation

1) Copy the HikCentral Professional Connector installation package (customized V1.6 version) to the

8
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server where Optimus is located, and double-click to install

3.4 Nedap Connector Installation

1)  Manually stop the Optimus service (including Optimus Core, Optimus Nginx)

17 Task Manager
File Options View

Processes  Performance

Users Details Services

117

Al

o

Name PID Description Status Group
. Phonebve Phone Service Stopped LocalService
S PerfHost Performance Counter DLL Host Stopped
o Peabvc 320 Program Compatibility Assistant Ser...  Running LocalSystemni...
I';/: Optimus Nginx 12892 Optimus Nginx I Running
.. Optimus MongoDB 12796 Optimus MengoDB Running
" Optimus Host Service 16340  Optimus Host Service | Running i
% OneSyncSve_S8ead 9556 Sync Host_58ea5 Running UnistackSwveir...
5 OneSyncSve Sync Host Stopped UnistackSveGr...
Lensi 1078 Metwork Store Interface Service Running LocalService
o NlaSve 1172 Metwork Location Awareness Running MetworkService
o Nginx 14040 MNginx Running
i NgcSve Microsoft Passport Stopped LocalSystemM...
S NgcCtnrSve Microsoft Passpert Container Stopped LocalServiceN...
i NetTcpPortSharing Met.Tcp Port Sharing Service Stopped

| ";;.NetSetupSvc MNetwork Setup Service Stopped netsves
% netprofm 1078 MNetwork List Service Running LocalService
2%, Netman 320 MNetwork Connections Running LocalSystemM...
-, Netlogon Netlogon Stopped
£% NebService 320 Network Connection Broker Running LocalSystemM...
S NeaSve MNetwork Connectivity Assistant Stopped MetSves
£l msiserver Windows Installer Stopped
G MSISCST Microsoft iSCSI Initiator Service Stopped netsves
G MSDTC 3158 Distributed Transaction Coordinator Running
G MpsSve 1212 Windows Firewall Running LocalServiceM...
i MapsBroker Downloaded Maps Manager Stopped MetworkService
G LSM T84 Local Session Manager Running DcemlLaunch
% Imhosts 144 TCP/IP MetBIOS Helper Running LocalServiceM...
S Itdsve Link-Layer Topology Discovery Map...  Stopped LocalService
i LicenseManager Windows License Manager Service Stopped LocalService
S Ifsve 1016 Geolocation Service Running netsvcs

AL L

() Fewer details

%4 Open Services

2) Copy the Nedap Connector installation package to the server where Optimus is located, and
double-click to install

3) After the installation is complete, manually replace the configuration file in the original Optimus
Nginx with nginx.conf in the Config folder under the result path

Source

x.conf

file

path
Files\Hikvision\Optimus\Connectors\dbbcfa77-28bc-d31b-c067-39f

Replacement path: C:\Program Files\Hikvision\Optimus\Nginx\conf\nginx.conf

» ThisPC » Local Disk (C) » Program Files » Hikvision » Optimus » Nginx » conf

MName - Date modified Type Size
= mj fastcgi.conf 8/1/2020 22:57 COMNF File 2KB
|j fastcgi_params 8/1/2020 22:57 File 1KB
ds [ koi-utf 8/1/2020 22:57 File 3KB
nts A [ kei-win 8/1/2020 22:57 File 3KB
b4 [ mime.types 8/1/2020 22:57 TYPES File G KB
I j nginx.conf 8/2/2020 20:55 CONF File 5 K.
| ] scgi_params 8/1/2020 22:57 File 1KB
|j uwsgi_params 8/1/2020 22:57 File 1KB
D win-utf 8/1/2020 22:57 File 4 KB

4) Restart the Optimus service (Optimus Core, Optimus Nginx)

9
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3.5 HikCentral Professional Installation

1) Use customized HikCentral Professional V1.6 installation package, double-click to install

4. License application

4.1 Optimus Connector License

1) After the Optimus installation, a server unique serial number is generated, which can also be
viewed on the license management page if you have selected “trial” login.

& mvrsio opmars

@ osshbosrd Haalth Sanss Activities

Connector disconnected

H conoee
HiCenira - EU Conoector-mz
T License

Acbostedge

:@:VAvOQE L
2) Click “Activate License” to enter the same “License activation page” as when the installation
was completed, and send that serial number to your Connector administrator.

HIKVISION OPTIMUS

Activate Optimus Core License

Your trial will expire in @ days. Please activate Optimus or click Continue trial to start using Optimus.

O e

3) The administrator will return you three license files as shown below, Optimus Core, Nedap

Connector, HikCentral EU Connector. Import these licenses into your system and activate
them.

10
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| = | License

- O x
Home = Share  View
* u oh cut x I 7 New item = open - [HHselectan
wal Copy path - £ Easy access Edit 15 Select none
Finto Quick Copy Faste _ Move Copy  Delete Rename  New Properties
access 'ﬂ Paste shorteut to to - folder EF,‘Invartselectiun
Clipboard Organize New Open Select
&~ v » ThisPC » Local Disk (Ct) » PACKAGE » License R J) Search License »
(] Name Date modified Type Size
| 3 Quick access
B Deskt » 2] HikCentral - EU_y7034-uDuBi-Foocd-UfF_Timebased_20200811004627 xml 10/08/2020 17:46 XML Decument 2KB
eskto
" %] Nedap_y7034-uDuBi-Foocd-UxfF_Timebased_20200810231446.xml| 10/08/2020 16:15 XML Document 2KB
& Downloads  # :#| Dptimus Core_y7034-uDuBi-Foocd-UsfF_Timebased_20200811184211 xml 14/08/2020 16:20 XML Document 2Kk8
Documents
[&] Pictures -
Caonnectors
Log
logs
Tpilnfo
I8 This PC
[ Desktop
|£] Documents
J Downloads
D Music
[E] Pictures.
B Videos
‘i Local Disk (C) -
3 items

4) Nedap Connector/HikCentral - EU Connector activation is similar, you need to log in to

Optimus and select the corresponding Connector in the License Management interface to
request a license.

& nvisiov opmas

@ ousrvons Health Status G R
H t Log Out

Z ¥

=

Comnector

5) When the activation is complete, you can see the expiration date shown in the details.

11
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License bt
Optimus Core Deactivate License
|
y7034-uDuBi-Foocd-UxfF Activated Expiry: 2119-07-13 |
Applied To Optimus 1.1.1.0 ]

Modules Supported

DataSynchronization Enabled

Integrated Systems

HikCentral 1.5 Created by Hangzhou Hikvision Digita... Expiry: 2099-12-31
HikCentral - EU Created by Hangzhou Hikvision Digita... Expiry: 2119-7-16 Update License
MNedap Created by Hangzhou Hikvision Digita... Expiry: 2119-7-13 Update License

Connector administrators should contact: wangying5@hikvision.com.

4.2 HikCentral Professional License

Make sure that your HikCentral Professional License has Third-Party Integration module permissions,
which can be viewed by logging into HikCentral WebClient - Home - License Details. If you do not
have permissions, request them separately.

12
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License

License Details License List

| Authorization Details | Details

Queue Analysis Enabled
Heat Analysis Enabled
Pathway Analysis Enabled
Person Feature Analysis Enabled
Health Monitaring Enabled

HikCentral Professional Server Distribute... © Disabled

Third-Party Integration Enabled

Software Upgrade Program Expiry Date: 2021-06-15

SYS if you need to uninstall the

5. Configuration

5.1 AEOS Configuration

Please refer to the Nedap user manual to configure AEOS system.

5.2 HikCentral Professional Configuration
5.1.1 Integration Configuration

5.2.2.1 Optimus Configuration

1) Login to Web Client-System-Security-Transfer Protocol, switch to HTTPS mode.

13
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Transfer Protocol

> Metwark
> Sterage
> Schedule

Email

Repart

Evidence Collection

< Security

Trarsfes Protocol

Advanced

2) Go to System — Advanced — Third-Party Integration, enable Integrate Via Optimus.

HikCentral Professional Web Client

> Normal

Third-Party Integration
Integrate via Optimus “

> Network

> Storage

> Schedule
Email
Report

Evidence Collection
> Security
v Advanced
Camera ID
Working Mode
Health Check Frequency
Plate Fuzzy Search
Hot spare
Data Interchange
Reset Network Information

@}, SUP Upgrade Prompt

5.1.2 Function Configuration

5.2.2.1 Nedap Resource Status Configuration

It is optional for the user to change the default icons for different status.
1) Go to Web Client-System — Normal — Map, add new icons as required.

14
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Report
e Cotacion
—
Agvanced =
® o ¢
? @
e ut Defa.
ul
+ porost .

2) System — Advanced — ThirdParty Integration, select the newly added icons for different status and

Save.

Third-Party Integration

Storage - “
Schedule L
-
Report
Evidence Callection L
Security
-
4 Q -
H l;) -
. - Q -
4 Q -
9 -
g 9 -

5.1.2.2 Permission Control for Nedap Resource
For Nedap Access Point, there are four actions available for users with relevant permission. You can

allocate the permission to different users as needed.
1) Go to Web Client- Security — Roles, add a role.

15
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HikCentral Professional Web Client

Roles . -
fii Delete ) Inactivate S Activate (3 Refresh A v

Users

Name | Role Status | Effective Period

Security Settings Administratol Active 2016/01/01 /21 23:59:5

Operator Active 2016/01/01 00:0 9/12/31 23:39:5

Total 2 Record(s) | 100 - . n -

2) Under Permission Settings-User Permission — Resource Permission — Third-Party Integrated
Resource — Control, check the relevant box and save.

HikCantral Professional Web Clist

Add Role

2000107 CHD0. B2 B

Peramission Settings

3) Go to Users, add a new user and assign the role to the user
5.1.2.3 Emap Background Configuration
It is optional to change the default Emap background color according to your preference.

1) Go to Web Client-System — Normal — Map, enable background color and change to your
preferred color.

16
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Map Backgraund Setting

oo |l

5.1.2.4 Hikvision Alarm Control over Nedap Resource

1) Go to Web Client-Alarm&Event- System-Monitored Event, add an event and enable Link

Third-Party Integrated Resource and select one action.

System-Monitored Event

< Add System-Monitored Event

2) When the event is triggered, the command will be sent to Nedap automatically.

5.2 Optimus Configuration
5.2.1 Connector Configuration

5.2.1.1 HikCentral Professional Connector Configuration

1) Login to Optimus via https://ipaddress:44332, and go to Connector, add HikCentral 1.6

Connector.

17
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& nvisiov opmas

© Create New Connector

4 connectrs

Choose System to Integrate

Configurations

-
2) The status will show “Connected”.
& mwvisiov opriaus

(/] Connectors ort by Connector Name (A H =]

4 connectrs

= 6’ aeas

5.2.1.2 Nedap Connector Configuration

1) Add Nedap Connector, input AEQS IP/AEOS WebService port(8443)/AEOS TCP ( 8035) /AEQS
password.

18
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& nvisiov opmas

© Create New Connector

4 connectrs

Choose System to Integrate

=

2) The status will show “Connected”.
& mwvisiov opriaus
] Connectors s tniadiela H-
4 connectors i

HikCentral 1.6 Connector. Nedap Connector
- Q) aeas
=

5.2.1.3 Adding Device (only applicable when you want to integrate some certain
device rather than entire AEOS system)

1) Go to Optimus Server and login to the connector via https://127.0.0.1:33221. It only allows access
via 127.0.0.1

19
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e https:/127.001:33221/#/¢ O = @ Certificat... & | [B web Client x

—+ Add il Delete

| Device Name | Address | Port

Nedap AEOS 10.199.26.247 8035

2) Add device as needed.

o hitps://127001:33221 22k = @ Certificat... & || [ eb Client x r v

© Add Device

Basic Information

* Device Address | 10.199.26.208

* Device Port | 8035

* Device Name | AEpu

= User Name | nedap

e 6 6000

*Password | ssese &

Add Add and Continue Cancel

5.2.2 Data Synchronization

5221 Access Point

1) Go to Optimus Webpage-Data Synchronization, create new Rule

20
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2)
Destination: HikCentral

1.6

Entity Type: ThirdPartyElement

Source: Nedap Connector

Entity Type: AccessPoint

Data can be syncrhonized Schedulely or manually.

Refer to the chart below ((» item is mandotory),

EntityType

Synchronization Type

Destination

Source

AccessPoint

Every 3 Minutes

HikCentral 1.6 Connector -

ThirdPartyElement

Nedap Connector - AccessPoint

Destination Item | Description Source ltem Description
ElementlD in Device | GUID(create
*D , ID automatically) + AEpu
HikCentral
name + AEbc name
Element Name in AEpu name + AEbc
*Name , . Name
Logical View name
Area Name in Customizable, Default
*AreaName , . Area Name
Logical View AEpu name
Type Name in .
TypeN Type N "A Point"
*TypeName Logical View ype Name ccessPoin
Manufaturer in
Third-P Customizable,  Default
*PlatformName Ird-rarty Platform Name "usom/”za ¢ el
Integrated Nedap
Resource
: Online Status: . . .
Online Online/Offline Online 1:Online 0:0ffline
L Control functions
OperationListlso , , _ Lock/Unlock/Normal/Pro
show in Control Operation List .
n Client videAccess

21
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AccessPoint Status,

Element Status L

show in details in C:\Program
StatusListJson Status List Files\Hikvisiom\Optimus\

Emap/Health

. Connectors\NedapV1.0\
monitor
AeosEvent.csv
e -

3) It's also possible to add a string rather than selecting default entity.
PR—

Edit Rule

Attribute

SY DT ES L]

e -
4) After configuration, click manual synchronization to sycn data immediately.

22



HIKVISION

€ HIKVISION OPTIMUS

@ Dashbosrd Data Synchronization

[ Select All | 4 Create New Rule

‘*‘ Connectors

—

[[] AccessPoint person - zmz
E Flows @ Enabled Synchronize & Enabled
r= . .
= Data Synchronization

» 4 » 4
AccessPointlD ThirdPartyElement PersonlD Persan
Last synchronizatiof] 5 entities Synchronized Last synchronization 0 entity Synchronized
2020-08-05 13:13:41 Never

5) Go to HikCentral Professional Web Client-Logical View-Third-Party Integrated Resource, check

the resource synchronized.

HikCentral Professional Web Client

uk-rnd-center [Z

+ Z B Ro Mo Aol &0 o Bo £01 Bo Ro

@ HikCential rofessional Radars Alarm Inputs Alarm Outputs UVsss Third-Party Integrated Resource »

Area Name

@ HikCentral Professons! 7] Move to other Area | Include Sub-area Search Q

| Name | Type | Network Status | Added to Map
uk-rnd-center:2Readers.1 AccessPoint @ online No
uk-rnd-centerTEST_2Wa... AccessPoint o Online No
uk-rnd-center:TestOneWw... AccessPoint @ online No
uk-rnd-centerTwoReade... AccessPoint @ online No
uk-rnd-centerverificatic... AccessPoint @ online No
Total 5 Record(s) | 100 - 1 A Go

5.2.2.2 Detector

Similar to 5.2.2.1 Access Point. Configure Detector synchronization according the chart below.
EntityType Detector
Synchronization Type Every 3 Minutes
Destination HikCentral 1.6 Connector -

23
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Source
Destination Item

Description

ThirdPartyElement

Nedap Connector
Source ltem

- Detector
Description

. Device GUID(create
ElementID in .
*D , ID automatically) + AEpu
HikCentral
name + AEbc name
Element Name in
*Name , , ! Name AEpu name + AEbc name
Logical View
Area  Name in Customizable, Default
*AreaName , , Area Name
Logical View AEpu name
Type Name in
*TypeName Type Name "Detector”
P Logical View P
Manufaturer in
Third-Pa Customizable, Default
*PlatformName I "y Platform Name ,,U /Z Y
Integrated Nedap
Resource
Online Status:
*Onli Onli 1:Online 0:OAfli
nline Online/Offline nline nline ine
o Control functions . o
OperationListlso , , _ Inhibit/Uninhibit/Isolate/St
show in Control Operation List .
n , oplsolation/RestoreAlarm
Client
Detector Status, details in
Element Status
show in C:A\Program
StatusListJson Status List Files\Hikvision\Optimus\C
Emap/Health
. onnectors\NedapV1.0\Ae
monitor
oskEvent.csv
52.2.3 Area

Similar to 5.2.2.1 Access Point. Configure Area synchronization according the chart below.

EntityType

Area

Synchronization Type Every 3 Minutes

HikCentral 1.6 Connector -
ThirdPartyElement

Destination

Nedap Connector - Area
Source ltem Description

Source
Destination Item

Description

. Device GUID(create
ElementID in .
*D , D automatically) + AEpu
HikCentral
name + AEbc name
Element Name in
*Name , , Name AEpu name + AEbc name
Logical View
Area  Name in Customizable, Default
*AreaName , . Area Name
Logical View AEpu name

24
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Type Name in
*TypeName . . Type Name "Detector”
yp Logical View yp
Manufaturer in
Third-Pa Customizable, Default
*PlatformName y Platform Name | , .
Integrated Nedap
Resource
Online Status:
*Online ) . Online 1:Online 0:Offline
! Online/Offline I ! !
OperationListlso Control functions Arm/ForceArm/Disarm/Te
. & show in Control Operation List st/StopTest/StartSelfTest/C
Client ancelSelfTest
Area Status, details in
Element Status
show in C:A\Program
StatuslistJson Eman/Health Status List Files\Hikvisiomn\Optimus\C
P onnectors\NedapV1.0\Ae
monitor
osEvent.csv
5.2.24 Person
1) In Data Synchronization, create a new rule
o Data Synchmnizaticm Sort by Rule Name (450) ”w'.hw:_'

]
(]
k3

2) Select “Always Synchronize”. In this way, all data will be synchronized on midnight everyday and
before the schedule synchronization, the newly added person will be synchronized immediately

when the person accessing.

EntityType Person

Synchronization Type Aways

Destination HikCentral 1.6 Connector - Person
Source Nedap Connector - Person
Destination ltem Description Source Item Description
Person ID in Person
module

Carrier ID in AEOS

25
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Last Name in Person

Given Name and

*GivenName module Given Name Middle Name in
AEOS
. First Name in Person , Family Name in
FamilyN Family N
*FamilyName module amily Name AEOS
Carrier name consist
Name Person full name in Name of :Given
Person module Name,Middle
Name,Family Name
Define where person
*PersonType come from: Domain, Person Type Normal Type
Normal
Photo Profile in Person Photo Person's profile
module from AEOS(Binary)
Define whether use
the photo as a Access
Control
IsFaceCredential Ontro ‘ , IsFaceCredential | Default '1'
Credential(useful in
Hikvison Face
Terminals)
Genderin P
Gender enaerin rerson Gender Gender from AEOS
module
, Email in Person , .
Email Email Email from AEOS
module
. Effective Period in , Begin Date of
B Dat B Dat
reeginata Person module egin Late Person from AEOS
Effective Period in End Date of Person
End Dat End Dat
na 2ate Person module navate from AEOS
Descrintion Remark in Person Descriotion Customizable,
P module P Detault Nedap'
Ph inP
PhoneNumber one i Ferson PhoneNumber Phone from AEQOS
module
PersonListNarme Person List Name in Departrment Department from
Person module P AEOS
Access Group Name Department from
A N D t t
ceessGroupName in Person module epartmen AEQS
Card number in Badge number list
Cards 3 ! Cards geny !

Person module

from AEOS

26
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& Hvision oprvus

© Edit Rule
Rule Name
person - zmz Rule Name
Schedule
o
& Data Synchronization Manually Synchronize Only
Every |1 s v
® Aluways Synchronize
Rule Details
Destination From Source
System ‘H\k(emrallﬁconne(mr-ZMZ v‘ = ‘V\Edap(:mnecmr v‘
EntityType [ Person v] [person v]
Attributes ] b
GivenName Given Name
FamilyName Family Name
Name Name
PersonType Person Type
Photo x Photo
IsFaceCredential x IsFaceCredential
Gender X Gender
Email X Email
BeginDate x Begin Data
EndDate x End Data
Description X Description
PhaneNumber X PhaneNumber X
PersonListName ke Company
AccessGroupName x Company.
Cards x Cards

+ Add Optional Attributes

“ Cancel

4) After configuration, the system will immediately synchromize all data. Then you can go to
HikCentral Professional WebClient-Person, check the person data synchronized.

5.2.3 Flow Configuration

Under Optimus, a comple flow mainly includes two part, i.e. Trigger and Response. The workflow is
shown below.:

HikCentral

Create Status Action

UpdateThirdPartyResourceSt | puumaCidey

atus

HikCentral Connector

Create Control Event
OnThirdPartyElementOperati
on

Send Control_|
Command

Create Result Action
PushOperationResult

Optimus
Flow Manger

27

Create Device Event

orized Badge

Create Status Event
eg:Update AccessPoint
Event(Status)

Nedap Connector

Create Command Action
Command Action

Create Result Event
OnThirdPartyElementRe
sult

~4Device Event

Send
Command

“Return Resul
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5.2.3.1 Alarm Configuration

1) In Optimus Webpage-Flows, create a new flow.

& rcvision aprvws

admin ¥ Help ¥

@ Dashboard Flows Sort by Flow Name (ASC) ~ EE‘
." . [ select All| =+ Creaf Q ‘
.onnectors
“ontrol Command ontrol Repla: ealTime Status
z o e e
swip failed Zmz-test
2 Enabled © Enabled
2) Define flow name, click next.
@ HIKVISION OPTIMUS
@ Create Flow
eneral Information Flow Chart Association
Flow Name
F Fos
- Flow Name
- Flow Description
Add a description...

o e

3) Add trigger and select Nedap Connector and select a triggering event.
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Add a Trigger

Choose System tontegrate

Nedap Connector
No company specified

 AccessPoint
Daor Offine
Door Normal State
Door contact sabotage(Shorteut)
Autherized Badge
L tsbemamkse
technical alarm wirelles anline - low battery
technical alarm wirelles online - low voltage - accu

technical alarm wirelles online - low voltage - lock

4) Add response, and select HikCentral EU Connector, select an action.
DynamicallyTriggerAlarm:Send ~ alarm  notification ~ only ~ without ~ camera  linkage.
DynamicallyTriggerAlarmWithRelatedCamera: Send alarm notification with camera linkage.

Add a Response

Choose System tontegrate

\, HikCentral L6 Connector-ZMZ

N/ Hangzhou Hikvision Digital Technology Ltd, Co.

Response

> Camera

> Access Control

 Alarms and Ev...
TriggerAlarm
TriggerlserDefinedEvent
DynamicallyTriggerAlarm
Dynamically TriggerAlarmWithRelatedCamera
Dynamically TriggerEvent
Dynamically TriggerEventWithRelatedCamera

5) Select entity for Trigger.
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@ rvision opTMUS sdmin v Help v
@ Doshboard @ Create Flow
W Comectors @ General Information @ Flow Chart € Association

Trigger > Response
Nedap Cann...
Authoriz..

namic.
“+ Select an Entity “+ Select Entities B

6) Select entity for Response. Add camera if DynamicallyTriggerAlarmWithRelatedCamera is selected
at 4" step.

Select Entities X
| +ad

- L ]

Search |

O IPCamera 01_10.7.86.144-NVR 1
0.7.86.144-NVR

0 IPCamera 05_10.7.86.144-NVR 1
0.7.86.144-NVR

n IPCamera 02_10.7.86.144-NVR 1
0.7.86.144-NVR

)y o X []1PCamera 01 10.7.86.144-NVR 1
< 4|:/ |' 0.7.86.144-NVR
| ) [] 101884151 Camera 01 10.7.8
°of | £.144-NVR 10.7.86.144-NVR
L [] IPCamera 02 10.7.86.144-NVR

10 per page ™ < 11 >

There is no entity created yet
Please click Add on the top right to add entities.

7) Refer to the chart below to finish the configuration.
Trigger Nedap Event

Dynamically TriggerAlarmWithRelatedCamera

Action Name
DynamicallyTriggerAlarm

[tem Name Suggest Param Description
Alarm log ID for HikCentral
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Alarm Name in AlarmCenter for

Name Name HikCentral, consist of Alarm name and

Description from Nedap

Trigger Event in AlarmCenter for
EventName EventName ) d9d

HikCentral

Alarm Source Name, consist of AEpu
ResourceName ResourceName

and AEbc

Alarm Source ID, consist of guid of
ResourcelD Resourceld

AEpu, AEpu and AEbc

PlatformName

PlatformName

Manufacturer in AlarmCenter for
HikCentral

PrioritylD PriorityldHigh Alarm Priority
1.P in HikCentral Control Client,
EnablePopupWindow | “7" OPUp In Rid-entral Lontrot Lien
0:No Popup
EnableRecord 7" 1:Related to Camera record
PreRecordTime ‘3" View Pre-Alarm Video
PostRecordTime 15" Post-record
LockVideoTime 0" Lock Video Files for (Day)
EnableVideoTag 1" 1:Create Video Tag, 0:No Video Tag
TagName 0" Tag Name
TimeRangeBefore 0" Tag Time Range Before event(second)
TimeRangeAfter 0" Tag Time Range After event(second)
TagDescription 0" Tag Description
1:Capture Picture when Event Trigger,
EnableCapture 1" p‘u et W Y 99
0:Don't Capture Picture
CaptureTime 3" Capture Picture When Pre/Post-Event
RelatedMap o 1:Link tg GIS/Emap where the alarm
source is
Available in Swipe Card Event, Card
Addition AdditionCardNumber | o o' It SWIPE -are =Vent, -ar

Number(Badge Number)
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HikCentral Users who will receive it as
an Alarm.
*You can choose UserldsNullAlarm if

UserlDs 7" _ L
you don't want set it as an alarm, it will
show in EventlList as a event(Useful in
card swiping event)

Expiration 000" Expiration time between Connector

Milliseconds and Optimus(internal use)

TimeOut time between Connector and

TimeOut Milliseconds | "5000" . .
Optimus(internal use)

TimeToRetry 000" TimeToRetry time between Connector
Milliseconds and Optimus(internal use)
. ——
Select Entities
Entities
Guid
Name
EventName
ResourceMa...
Resourceld
PlatformNa...
PiorityldHigh

1

1

3

15

“ fan(el

8) To find HikCentral user ID, go to HikCentral WebClient — Security — Users, press F12, check the ID
under Network column.
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a x B ax X | G Paneon ¥ Dsm © ook GoEE- O BE- Dy ansin- O & - o x

* 0 =V

B € 3 0% § § 3 = W a9 8 ¢ S

% | I Panerpona ¥ o DEm oo omE- e DhossHe- © & -8 X

5.2.3.2 Resource Real-time Status Configuration

Configure flows for AccessPoint, Detector and Area to synchronize real-time status to HikCentral.
1) Go to Optimus Webpage-Flows, create a new flow.
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& mcvision oprws

admin v Help v

Sort by Flow Name (ASC) v EE‘

@ Dachboard Flows
o | e[ )
111 Control Command Control Replay RealTime Status
X Flows ©Enabled © Enabled © Enabled @Enabled
= Data Synchronization
= Data Synchronizati aeo S“Q’ ’)4. 0 S aeo S“Q’ aeo S%Q’
swip failed Zmz-test
©Enabled © Enabled
2) Define flow name.
€D Hikvision Optimus x + B H *
€ > C A F=2| hitps//10.199.27.206:44332/Optimus/Home/Index#/Flow a &« 6
I OAA (& Qossil M 4 - wangying... L) i we WeTransfer personal IR @ Motoring [B] Web Client » REEE
@ HIKVISION OFTIMUS
(© Create Flow
@ General Information @ Fiow Chart O 4
Flow Name
Z Flows
Flow Name

Flow Description

Add a description.

3) Add Trigger and Response.

34




HIKVISION

@ rmvision orTivus

Trigger

I Flows

(©) Create Flow

Events occur in order

Nedap Connector

b o

Response

HikCentral I.G Conn...

UpdateThi..
e’ s Other

Y

i
- u X
€9 Hikvision Optimus x +
& C A F=2 | hitps//10.199.27.206:44332/Optimus/Home/Index#/Flow a %« 6
#OEA @ QQEm M &4 - wangying... w8 I we WeTransfer personal IR @ Motoring Web Client » Res=

4) Complete the flow according to the chart below.

Trigger

Update AccessPoint Event(Status)
Update Detector Event(Status)
Update Area Event(Status)

Action Name
[tem Name

Suggest Param

UpdateThirdPartyElementStatus

Description

Id Id Same in Data Synchronization
Name Name Same in Data Synchronization
AreaName AreaName Same in Data Synchronization
TypeName TypeName Same in Data Synchronization

PlatformName

PlatformName

Same in Data Synchronization

Online Online Same in Data Synchronization
OperationListlson | Operation Same in Data Synchronization
StatusListJson Status Same in Data Synchronization

Expiration 5000 Expiration time between Connector and
Milliseconds Optimus(internal use)

TimeOut 000" TimeOut time between Connector and
Milliseconds Optimus(internal use)

TimeToRetry 000" TimeToRetry time between Connector and
Milliseconds Optimus(internal use)
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© Hikvision Optimus X + -oux
€ > C A F=2| hups//10.199.27.206:44332/Optimus/Home/Index#/Flow a #« 6
WS @ Qs M WM - wangying.. || B[] I@ we WeTransfer || personal || TR @ Motoring [E Web Client » | [l meEE

= Name

= AreaName

* TypeName

* PlatformName

* Online

* Operationlistlson

* StatusListison

* Expiration Milliseconds

* TimeQOut Milliseconds

* TimeToRetry Millisecon..

N

5.2.3.3 Resource Control

HikCentral Professional can control third party resource via the preconfigured flow.
1) Go to Optimus Webpage-Flows, create a new flow.

@ rvision opTMps admin v Help v

@ Dashboard Flows Sort by Flow Name (ASC) v .E‘
[ select All| + Create New Flow ) Enable © Disable < Delete R Q ‘
4 Connectors
111 Control Command Control Replay RealTime Status
X Flows ©Enabled © Enabled © Enabled @Enabled
Data Synchr ti ‘ ‘ .
= Synchronization l
& User Management A A , 3
Ee o swip failed Zmz-test

@ Enabled © Enabled

- e e

2) Define flow name
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a a« 6

REHE

x o+

€@ Hikvision Optimus
C A F==| h&tps://lo.199.27h&44332/Oplimus/Home/Index'/FIow
8 we WeTransfer personal

IR @ Motoring Web Client

&«
#OEE @ oomm M WM - wangying... =8
£ rmmvision oPTvus
6 Create Flow
0 eneral Informatior 0 w Chart O
Flow Name
z Flows
Flow Name
Flow Description

Add a description

Cancel \

3) Select HikCentral EU Connector — ThirdPartyElement-OnThirdPartyElementOperation as Trigger,

and Nedap Connector — Device-Common Action as Response.
@ Hilwﬁon Optimus x + = = X
€ C A F==2 | hitps//10.199.27.206:44332/Optimus/Home/Index#/Flow a % 6
#OEA (@ QosME M i - wangying... = I we WeTransfer personal TR @ Motoring [ Web Client » HERE
€ mmvision oPTivus
(© Create Flow
@ Generai Informat O o © Ass
Trigger

Events occur in order

HikCentral 1.6 Conn...
fo OnThirdP... (1) = a +
% Other

Response
Nedap Connector
Common ..
 Other

4) Finish the configuration according to the chart below.

ThirdPartyElementOperation
37




HIKVISION

Action
NEI[E]

[tem Name

Common Action

Suggest Param

Description

messageld messageld unigue ID of a command
elementld elementld ID of resource
operationld | OperationName Control Command Name
Expiration 000" Expiration time between Connector and
Milliseconds Optimus(internal use)
TimeOut 000" TimeOQut time between Connector and
Milliseconds Optimus(internal use)
TimeToRetry 5000 TimeToRetry time between Connector and
Milliseconds Optimus(internal use)
Set Parameters
el rw;
cleme elementid
. Dper m«
: so00
<Out Milise 5000
eToRetry ilisecon..  [B00

Save ’ Cancel

5) Create a new rule to synchronize the result back to HikCentral.
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@ rvision opTmuS admin v Help v
@ Dasnbors Flows Sort by Flow Name (ASC) v EE‘
[ Select All| + Create New Flow al

4 Connectors

111 Control Command Control Replay RealTime Status
X Flows ©Enabled © Enabled © Enabled @Enabled
S aeo)s c’ c aeo)s aeo)s 2 aeo)s c’

swip failed Zmz-test

©Enabled © Enabled

6) Define name.

— a X
€8 Hikvision Optimus x o+
i« C A Fsm2 | hups//10.199.27.206:44332/Optimus/Home/Index#/Flow ax O
||
[ # @A (D QQEME M HIEE - wangying... =e I we WeTransfer personal IR @ Motering Web Client » HtRE
: £ mmvisiov oPTIMUS
: ’_; Create Flow
: € General Information o X; art (3
i
Flow Name
13 fows
i I Name
i Flow Description
1 Add a description
4
1
A
[
L
3
q
1
n T e

7) Select Nedap Connector — Device-OnThirdPartyElementResult as Trigger and HikCentral EU
Connector — ThirdPartyElement-PushOperationResult as Response.
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— X
€ Hikvision Optimus x Ik o
€ > C A F=2| hups//10.199.27.206:44332/Optimus/Home/Index#/Flow a w 6
#HOEA @ QamE M M - wangying... =e M we WeTransfer personal IR @ Motoring [B Web Client » HE®E
@ mmvision oPTIvUS
E)‘ Create Flow
@ Gerenn o 0-
Trigger
X Flows N
Events occur in order
o Nedap Connector
| OnThirdP... (1 r
® Other
Response
HikCentral 1.6 Conn....
PushOper.. >
7Q” % Other

8) Complete the configuration.

Trigger

Action Name

[tem Name

OnThirdPartyElementResult

Suggest Param

PushOperationResult

Description

messageld MessagelD unique ID of a command
GUID GUID ID of resource
result OperationResult The result of operation show in HikCentral
Expiration 000" Expiration time between Connector and
Milliseconds Optimus(internal use)
TimeOut ) B TimeOut time between Connector and

. 5000 . .
Milliseconds Optimus(internal use)
TimeToRetry 000" TimeToRetry time between Connector and
Milliseconds Optimus(internal use)
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6l Mrasta Kl

Set Parameters

MessagelD

OperationR.

5.2.3.4 Manual synchronization for Person Data

It's optional for the user to manually synchronize person data on HikCentral rather than refreshing
manually on Optimus webpage. Note: as described before, the person data will be synchronized
automatically by schedule or when the person access.

1) Go to HikCentral Web Client — Event & Alarm — User-Defined Event, add a user defined event.
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= a X
B web Client x [EJ aeos x | [ PartnerPortal X | W=D x +
& C A 722 | bitps//127.0.0.1/#/basic/event/defined ®a v 6
WA (® QOEE M %R - wangying &S I8 we WeTransfer personal TR @ Motoring » ReH=

HikCentral Professional Web Client

Event Name

Define the event name.

- X
B web Client x B} Aeos x | @ PartnerPortal X | WRER x | + B
|
| € C A F=2 | bttps//127.0.0.1/#/basic/event/defined H av 6
@8 @ QoM M {4 - wangying. 58 T we WeTransfer persona TR @ Motoring » BOHE |

HikCentral Professional Web Client

Add User-defined ... ;1.0

car

er-Defined Event Name | Refresh Persor| ©

N

“ Add and Continue Cancel

2) Go to Alarm, configure alarm as shown below.
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B Web Client x [ aeos x | [ PartnerPortal x | #FmEm x| +

127.0.0.1/#/basic/event/ala maxw 6

=e R we WeTransfer personal TR @ Motoring [B) Web Client €9 Hikvision Optimus HOERE

il

Add Alarm

EN— e
N dby Source Type Source

Alarm Properties

@ * Arming Schedule ® S

edule Template

All-day Template v e

HikCentral Professional Web Client

® Alarm Recipients

tional Se

Alarm Recipients

Additional Settings

Cancel
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3) Go to Optimus Webpage- Flows, create a new flow.

- X
@ Hikvision Optimus x + o
€ 2> C A F22| bpsy//10.199.27.206:44332/Optimus/Home/Index#/Flow ax 6
#ORAE @ Qo M i - wangying... i) 78 we WeTransfer personal IR @ Motoring Web Client » HORE
€@ rmvision oPTivus admin v Help v
N —
@ oshboard Flows Sort by Flow Name (ASC) v . =]
Control Reply WY Control Reply ZMZ
z Flows Enabled Enabled
Control WY Control ZMZ
Lock Event RealTime Status Area ZMZ
4) Define flow name.
4 @ Hikvision Optimus x [ER = Bt X
1 € > C A F=2 | bttps//10.199.27.206:44332/Optimus/Home/Index#/Flow a « 6
i OUA @ QosiE M iR - wangying... =8 7 we WeTransfer personal IR @ Motoring Web Client » HOBE
€3 rmvision oPTivus
l:/ Create Flow
L
i, @ General Informatior (2 st (3
¢
B Flow Name

T fiows

Flow Description

Add a description,

5) Select HikCentral EU Connector — Alarms and Events-OnUserDefinedAlarm as Trigger and Nedap

Connector — Person-Refresh People as Response.
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@ Hikvision Optimus x o+ e o X
€ - C A F==2| hitps//10.199.27.206:44332/Optimus/Home/Index#/Flow Qa x 6
#OWA @ QOsE M i - wangying... =8 if| we WeTransfer personal IR @ Motoring [B Web Client » HOEBZE
€3 rmvision oPTIvUS
(/] @ Create Flow
) @ Gerneral Information © Flow Chant © Association
Trigger
= Flows
Events occur in order

- HikCentral 1.6 Conn. | +

OnUserDe...(1)  IANEN—

‘ e’ » Other |
Response
Nedap Connector 1
Refresh P... >
® Other | h
Next ‘8.(.‘*1
6) Select the user defined event as an entity for Trigger.

@ Hikvision Optimus x 4+ - o X
€ > C A F=2 | hips//10.199.27.206:44332/Optimus/Home/Index#/Flow a % 6
# A @ QoM M @M - wangying... L] | we WeTransfer personal IR @ Motoring [B) Web Client » ROBZE

@ rmvision oPTIvus

k2 (© Create Flow
i @ General Information @ Flow Chart © 2ssociation
Trigger > Response
z Flows
HikCentral 1 Nedap Conn..
OplicaD Refresh
&=
o + Select an Entity + Select Parameters B
!
Q]

Refresh Person b

nwr

7) Input the parameters as shown below for Response
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€@ Hikvision Optimu: x + B £ S I
| ¢ C A 7== | btps//10.199.27.206:4 X a « 6
] :Ltui'*é M {498 - wangying ze R we We - TR @ W a s
| €3 raxvision oPTIMUS
() Fraste Clas
Set Parameters
=z fows 5000
5000
5000

Back

8) After configration, go to HikCentral Control Client, trigger User-Defined Event to manually
synchronize person data.

@ X Monitoring-Surveillance Third-Party Integratec B Alarm Search-Investi

S Live View
Monitoring

# ikl center-Verif... %/ N\

ukernd-center:Stan... \

ey
uk-rnd-center:Test..
Y

TR T ¢
uklmd-cenlg Twor. ¥

All Events

Event Description Client Time Operation

Unauthorized Badge - Ne. uk-rnd-center:-TEST_2Way. uk-rnd-center:-TEST_2Way

6. Operating Instructions

6.1 Alarm Receiving
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6.1.1 Real-time alarm centre events

Log into HikCentral Professional Control Client and access AlarmCenter to receive real-time Nedap

alarm events.

ff M Alarm Center-Surveillance

Alarm Center unacknowledged: 510 Display Related Video & Map v Operation v [ Trigger Event & Arming Control  [2

1

Al - Alarm Displayed on Smart Wall & History Alarm |,
| Alarm Name Alar... Alarm Time (Control Cli... Alarm Source Area | Triggering Eve... Alarm Status

] uk-rnd-center:TEST_2WayPassage uk-r Unauthorized B Started, Unackn |

R uk-rnd-center:TEST 2WayPassage uk-r.. Unauthorized B... Stopped, Unacki [t

1

=] uk-rnd-center:TEST_2WayPassage uk-r, Unauthorized B. Stopped, Unacki

R v uk-rnd-center:TEST_2WayPassage uk-r Unauthorized B Stopped, Unacki [

R 020/08/07 13:44-48 Jd-center:TEST_2WayPassage uk-r Unauthorized B Stopped, Unack |

View Picture {5} Settings Related Map &z

AR R AE

T uk-nd-center:TES...
il q i 8
wrnmQ
(.} LT
Go to Alarm Time Live View Display on Smart Wall Stop Y mmg‘mﬁiﬁal P& Q il
s AR =)

Alarm Center unacknowledged: 512 Display Related video & Map ~  Operation ~ [} Trigger Event @ Arming Control  [A
i Audio On
Al - Alarm Displayed an Smart Wall I /| Enable Pap-up Window | {4 History Alar
larm Name ar... arm Time (Control Cli... larm Source rea riggering Eve... larm Status
Al N: Al Al Time (Ci I Cli Al S A Tril ing E Al S

| F1 unauthorized Badge - Nedapxs 1010

uk-rnd-center:TEST 2WayPassage uker... Unauthorized B... Started, Unackt

The details, depending on the configuration, show the personnel information associated with the
card number, linkage video, linkage channel capture, the location of the corresponding alarm
source in GIS/Emap, where the card number information is included in the swiped alarm name.
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Alarm Information O X

@  unauthorized Badge - NedapXs 1006 Video Picture Map

Alarm Time (Clie... 2020/08/07 13:45:45

Alarm Time(Devi... 2020/08/07 13:45:45
Alarm Source: uk-rnd-center:TEST_2WayPassage
Manufacturer: Nedap

Triggering Event: Unauthorized Badge

002 Employee 02

ID: 353
Tel:
Person Gro... .. ns > development

—— < Additional Information

Description:

Alarm Status: Started, Unacknowledged
Go to Alarm Time Live View Display on Smart Wall Stop

- e -

Acknowledge Prioritize Display of La.. Vv Full Screen  ~  Enable Pop-up Window 2

6.1.2 Alarm log searching

Log into HikCentral Professional Control Client and access the Alarm/Event Search module to search
the historical Nedap alarm logs, select the alarm source type as “Third Party”, and search by filtering
“Person Name”, “Alarm Name Fuzzy Search (including card number)”, “Event Type", “Alarm

»
Source”, etc.
f M Alarm Center-Surveillance [ Alarm Search-Investigation
Ext A
Alarm Search E &port 2
[ Include Sub-Group Additional Information
Time
— ~ & All Persons Al
] Today -
> X\ oversea

% 002 Employee 02

0O Resource Type > A\ development
Third Party - /X ~rsons > development
Select Person & 1005 tests 1005
] 321
..rsons > development
i
=
5
B
_ Triggering Event [E4
[=

Search result details with linked video, linked image capture, GIS/Emap location of the alarm source,

swipe card associates, etc.
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A M Alarm Center-Surveillance B Alarm Search-Investigation
EE Unauthorized Badge - NedapXS 1006 X
[ Video Picture Map
Mark Name Priority Alarm Time (... Source 1
=] = Unauthorized ... 2020/08/07 14:... uk-rnd-center:...
e R Unauthorized ... 2020/08/07 14.... uk-rnd-center:...
of
R Unauthorized ... uk-rnd-center:...
B Unehoried - —
- —
T P—
B eutoraed —
Bl 5 o PE—
ﬁ o T - -
[ Unauthorized High kernd-cer o Time
R Unauthorized ... uk-rnd-center:... | Go to Alarm Time Live View Stop
= Unautharized ... uk-rnd-center..
Et‘ Alarm Time (Client): 2020/08/07 14:08:40
=S R Unauthorized ... uk-rnd-center:... X )
Alarm Time (Device): 2020/08/07 14:08:40
R Unauthorized ... uk-rnd-center:... Alarm Source: uk-rnd-center:TEST_?WayPassage
] Unauthorized ... uk-rnd-center:... Manufacturer: Nedap
= Unauthorized ... uk-rnd-center:... Triggering Event: Unauthorized Badge
B Unehored - P—
002 Employee 02
B Uneutiorses —
ID: 353
Q| Tal:

Seff-adaptive  ~ Acknowledge <

6.1.3 Monitoring alarms on Emap

When an alarm resource on GIS/Emap, alarm occurs, a red light on GIS/Emap will blink to indicate
that an alarm has occurred; move the mouse on the alarm source to confirm the alarm with one

click (maximum of 100 alarms).

fi B Monitoring-Surveillance @ Alarm Search-Investigation

Live View

Monitoring
< | background

@ HikCentral Professional
> 1B o664
Il:: NS

> 1@ uk-rnd-center

uk-rnd-center:TES... [ Acknowledge All

All Events.

Event Source Description Client Time Operation

By clicking “alarm resource”, you can view the resource details and display the alarm status. You can
also directly view from the history of alarms.
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uk-rnd-center:TEST_2WayPassage

Q & Bl A
A A EE R uk-rnd-center:TEST_2WayPassage -
L

Alarm k-rnd-center-TES...

Area:

uk-rnd-center

No Access

Control ~ History Alarm

RN O‘

7A26G0-P-1ZS

When an alarm occurs, click on the alarm source to view the alarm details directly.

>rofessional

@ Unauthorized Badge - NedapXs 1002 Video Picture

ntel
e Alarm Time (Clie... 2020/08, 05:29

5:29

Alarm T i.. 2020/08/07
&=
Alarm S uk-rnd-center:TEST_2WayPassage

Y, Manufacturer: Nedap

L)
2. T 4 Triggering Event: Unauthorized Badge
2 ~ I X@

Description

uk-rnd-center-TES...

’)‘N ] Alarm Status: Started, Unacknowledged

Alarm Priority: | High
Alarm Category: | <None>
Remark:

Go to Alarm Time Live Vie Display on Smart Wall

Adknowledge

6.2 Card Swipe Event Reception

Log into HikCentral Professional Control Client and enter “Monitor module” to view all swipe events
in the Eventlist, and if the card number is available in the platform, you can view the details of the

corresponding person by clicking on the exclamation mark.
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ft W Monitoring-Survelllance

% /_\ %X

e Ll - (

002 Employee 02

Click the play button to preview the linkage monitoring point of this resource in the platform, when
a swipe event is reported, you can display the personnel information on the right side of the preview
window (if you open the EventlList, only the latest reported personnel information will be displayed).

HikContral Professional Control Chent 4y i Monitoring-Survallance

Monitoring

@ HikCentral Professiona
]
]
i
u
1]

[ rwvm———

6.3 Resource Status Display

6.3.1 Emap Status Display In Real Time
When the status of a resource changes, the icon in Emap changes according to the configuration.

Click on the resource, and then Remark will show the description details of the status in the popup

window.
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k’ HikCentral Professional

i

i uk-rnd-center.TEST_2WayPassage

L uk-rnd-center:TEST 2WayPassage
No A;arm

uk-rnd-center
Remark:

No Access

uk-rnd-center:TES...

Control v History Alarm

6.3.2 Health Monitoring

1) Log into HikCentral Professional Control Client, enter “Health Monitoring module”, and view
the resource online status directly in the “Real-Time Overview" page.

HikContral Prafassi t @ Roal-Time Overview-Maintenance W Alaem Surveillance

@ Camera Status (Central)

Elevator H Door

N . dule Uiﬁ uvss @ Third-Party Int...
\rming Exception o%0

= Streami.. = Recordi. =] Deepin... = Security .
HikCentralProfessional Service g _oream aa e f3 eeen & ety

G

g

2) Click to view the detailed status, which is refreshed once every 3 minutes, and manually

refreshed also can be supported.
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HikCentral Professional Cantral Client ) Third-Party Intograted Resource-Mai =

Third-Party Integrated Resource

Name Resource Type eanufacturer area Network Status urte status oparation

18 o5
[ ]
[

6.4 Resources Control Manually

1) Log into HikCentral Professional Control Client, enter “Monitor” and open “GIS/Emap” to select
resources for control.

HikCentral Professional Control Client 0al-Tir S = Monitoring- Surveiiance

center.TEST 2WayPassage

2) Log into HikCentral Professional Control Client and go to the toolbar at the top of the

“Monitor” page to select resources for control.
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W Monitoring-Surveiliancs

Monitoring

@ HikCentral Professiona
[}
[}
i

3) Log into HikCentral Professional Control Client and go to “Health Monitoring”, where you can
select resources to control

P R T —— ™ Monitaring Survellan

Third-Party Integrated Resource

Incude Sub-Area

name
~ @ HikCentral Professional u
i
i

7. Advanced configuration

This chapter describes the custom configuration capabilities provided by system. It's recommended
that modifications are made under the guidance of technical experts.

7.1 Custom Translation

By modifying the configuration file under Nedap Connector, you can modify the multi-language
alarm in the current system (the system needs to be switched after the installation is completed and
before the deployment configuration, and the switching is not supported after the system is
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deployed)

1) Enter the Nedap Connector installation path, open the Conig.json file, and modify the "lan” field

to be the specified multi-language type. The current version only supports English and Polish, or

you can add more by yourself

2) After the modification is completed, restart the Nedap Connector (add the Connector again or

restart the Optimus service directly) to take effect
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3) You can edit the AeosEvent.csv file to change the name of existing alarms, add new alarm type,
add new alarm/status multi-language translation, and adjust the translation. (The service must

request a restart to upate all the modification after manual operating.)
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7.2 Time setting of the daily person synchronization

The fixed time of daily person synchronization can be configured by modifying the Nedap
Connector configuration file, and will be enabled after manually restart the Optimus service. The
default synchronization time is the 0:00 at the local time zone. Please refer to readme.txt in the

installation path of Nedap Connector for more network configuration.
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8. Limit Clarification

8.1 Requirements of AEOS systm configuration

1) Users assigned to HikCentral integration need to set the number of sessions to 2 or more (it is
recommended to set the maximum number to 5)

Note: When HikCentral is connected to AEQS, in order to ensure the accuracy of the message,
ordinary commands and alarms are processed separately, and the alarm occupies a Socket long link;
the Socket connection is established in real time every time when sending a normal command, and
it is closed when it is used up. Therefore, the concurrent efficiency of message processing is (the
maximum number of sessions -1)
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4) During the setup of AEOS, enable the SOAP WebService as shown in the printscreen below
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Select the options for the AEQS application

Selected options will only be active when also enabled in the license.
If selected options are not compatible, only the first one is installed.
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8.2 Requirments of Optimus Configuration

et

1)  Now Optimus License only supports online activation, so please confirm server can successfully

visit https://tpp.hikvision.com before activating.

2) Optimus-Nedap Connector automatically synchronizes the resource data, so please Do Not

delete connector from HikCentral, which may cause resource synchronization exception

and configuration missing.

3) The files related to Optimus might not be removed completely when uninstalling the Optimus.

Please manually delete the files in the paths of C:\Program Files\Hikvision and
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CA\ProgramData\Hikvision if there’s a request of reinstallation .

8.3 Requirements of HikCentral Professional Configuration

1) Nedap alarm linkage with Emap: Alarm will show the linkage with GIS map in High priority if the
resource has been added to GIS Map, and will show the location on the first configured Emap.

2) When synchronizing data, person will be added to corresponding group and list if person list and
AccessGroup were created in HikCentral Professional, otherwise, person will be synchronized to the
root path of AllPerson.

9. Release Notes

Version Date ‘ Modified By Decription
V1.0 2020-08-07 | Yolanda.Wang Compeleted the first version
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